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Abstract

MUCD defines a minimalist, exhaustive set of policies for software whose correctness, resource
bounds, compositional properties, and lifecycle integrity are statically verifiable to the high-
est practical degree. It is language-agnostic and project-agnostic. Policies rest on elementary
category theory and type theory: pure computations are morphisms f : A — B in the cate-
gory of values; effects are actions sequenced explicitly; invariants are predicates preserved by
morphisms (Vz. I(z) = I(f(z))); algebraic data types make illegal states unrepresentable.
Abstract laddering and theoretical step-back enable escape from local micro-optimization. The
standard now covers the full lifecycle: error propagation with context chaining, definite ini-
tialisation, numeric safety by proof or guard, input validation at every trust boundary with
taint tracking, explicit declaration of concurrency model, recursion bounds including mutual
recursion, supply-chain provenance with cryptographic manifests and reproducible builds, time-
liness with WCET budgets, mutability and aliasing control inside effectful layers, and semantic
versioning of interfaces with migration windows. Parallelism is exhausted before concurrencys;
every module declares input domains and achieves 100% coverage on those domains. The result
is code that is modular, pure where possible, bounded, auditable from origin to evolution, and

amenable to machine-checked proofs of key properties.
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1 Introduction and Motivation

Software failures in high-stakes domains most often originate in hidden complexity, implicit state,
unbounded growth, and failure to separate concerns at the right level of abstraction. MUCD
exists to eliminate these root causes at construction time by enforcing structures that are simple
enough for static analysis yet powerful enough for real-world information processing across the
entire lifecycle from code origin to long-term evolution.

Minimalism (KISS) here means disciplined reduction of state space, control paths, and cou-
pling so that every execution path and every resource consumption admits an explicit bound and
a machine-checkable argument. Short, single-responsibility units with simple control flow produce
call graphs and data-flow graphs that a reviewer can draw on one page and that a model checker
can explore without combinatorial explosion.

Modularity with completeness requires every module to deliver a finished capability for its
declared responsibility. When the cost of verifying and maintaining a dependency exceeds the cost
of controlled duplication, duplication is required. In categorical language each module is an object
whose exported morphisms are fully defined internally; external dependency arrows are introduced
only when they strictly reduce total verification burden.

Purity and effect isolation separate referentially transparent computation from observable
change. A pure morphism f : A — B satisfies: the result depends only on its argument and
produces no side effects visible outside its scope. Such morphisms are parallelizable by construction,
substitutable, cacheable, and amenable to inductive proofs. Effectful actions are morphisms in
a different category (world-state transformers) and must be sequenced through narrow, verified
combinators. Mixing the two inside one unit creates hidden context dependence that defeats local
reasoning.

Mathematical and categorical structure supplies the precise vocabulary. Types are ob-
jects; pure functions are morphisms; composition go f is associative and has identities. An invariant
I is preserved by f precisely when Vz. I(z) = I(f(z)). Algebraic data types (sums for vari-
ants, products for records) make illegal states unrepresentable; exhaustive pattern matching then
guarantees that every semantically possible case is handled. Functors lift structure-preserving
maps across categories of data while preserving the structure of the arrows. These notions remain
elementary: only objects, arrows, composition, and preservation of predicates are required.

Resource boundedness is mandatory for predictability. Every allocation, loop, buffer, or
communication channel carries an explicit, auditable upper bound checked before acquisition. Ex-
ceeding the bound is a defined error. This turns maximum consumption into a compositional static
property.

Parallelism before concurrency follows directly. When tasks are independent or commu-
nicate solely through immutable messages or read-only data, execute them simultaneously across
hardware resources first. Only after parallelism is saturated introduce concurrency (threads, async)
and then only inside a parallel unit and only with synchronization that preserves declared invari-
ants. Parallelism scales hardware without interleaving complexity; concurrency adds that com-
plexity and must therefore be minimized.

Memory hierarchy optimization treats modern machines as non-flat. Data layouts and
access patterns must maximize spatial and temporal locality so that working sets fit cache lines
and hot data resides in RAM. Hot versus cold classification and bounded caching are required;
trade-offs are resolved by documented decision matrices, not ad-hoc judgment.

Abstract laddering is the method that prevents local optimization of globally inefficient
flows. Begin with a concrete symptom. Ask “Why?” repeatedly until the purpose is reached.
From that abstraction descend “How?”: separate pure morphisms from effectful ingestion; insert
early invariant-preserving filters before expensive operations; compose pure stages associatively so
they become parallelizable; sequence only necessary effects at the end. The redesigned flow does
not execute the old steps faster; it eliminates entire classes of work and exposes new parallelism. In
short: do not rearrange inefficiency efficiently; efficiently arrange efficiency by laddering to purpose
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and redesigning the information-processing category.

Theoretical step-back versus blind brute force is the complementary discipline. Many
optimization efforts remain trapped at the level of micro-tuning an existing iterative procedure.
The prime-enumeration challenge illustrates the alternative. A progression of techniques shows that
each leap occurs when the problem is reframed mathematically rather than when the current loop
is made 10% faster. The decisive step is not “check fewer candidates” but “replace enumeration
of primes by a direct morphism that counts 7(z) on the divisor poset without materializing the
list”. The same pattern applies to any sensor fusion, decision, or data-reduction task: study
the mathematical object (poset, monoid, functor) first, then implement the minimal morphism
that preserves the needed invariants. Abstract laddering supplies the ascent to that mathematical
object; theoretical step-back supplies the insight that a higher arrow may exist.

Static analysis first follows because every property that can be established by type checking,
abstract interpretation, or bounded model checking eliminates an entire class of field failures and
shrinks the testing obligation. With simple control flow, bounded loops, purity, declared domains,
and preserved invariants, 100% path and input-domain coverage becomes achievable for every
module.

The policies below are exhaustive for the concerns they address, now including the full lifecycle
from code origin and supply-chain integrity through error handling, numeric safety, input valida-
tion, mutability control, timeliness, and interface evolution. Each policy is traceable to one or
more of the principles above, supplies concrete do/don’t examples in language-neutral pseudocode
where helpful, and states enforcement that static tools or mandatory review can perform. No policy
prescribes a language or tool; each states necessary architectural properties any implementation
technology must satisfy.

2 Abstract Laddering and Theoretical Step-Back for Optimal In-
formation Processing

Abstract laddering is a repeatable reasoning procedure that moves a design from local symptom
treatment to purpose-driven structural redesign. It consists of two phases executed alternately
until the design stabilizes at the highest useful abstraction and the lowest useful implementation
detail.

Ascent (Why? ladder) Start at any concrete inefficiency or risk. Ask “Why does this occur?”
Record the immediate cause. Repeat on that cause. Continue until the answer is a statement of
system purpose or an invariant that must hold for the system to be fit for purpose. The top of the
ladder is usually a predicate such as “all outputs preserve provenance monotonicity and confidence
lies in [0, 1]” or “decision latency never exceeds 50 ms under declared load”.

Descent (How? ladder) From the purpose-level statement, ask “How can this purpose
be realized while preserving the discovered invariants and bounds?” At each step choose the
mathematically simplest structure that satisfies the higher constraint: prefer a pure morphism
over an effectful procedure; prefer an associative reduction over a sequential accumulation; prefer
early filtering by an invariant predicate over late discarding of invalid results; prefer parallel product
of independent morphisms over concurrent mutation of shared state. Each descent step must be
accompanied by an explicit argument that the chosen structure preserves all invariants inherited
from above.
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Purpose / Invariant
(top of ladder)

Theoretical step-back:
> study the mathematical object >
(poset, monoid, functor)
before tuning iteration

Why? (ascent)
How? (descent)

Concrete Symptom / Inefficiency
(bottom of ladder)

Figure 1: Abstract laddering schematic. Ascent reaches purpose; descent selects minimal structure-
preserving morphisms. Theoretical step-back occurs near the top, revealing whether a higher arrow
(combinatorial formula, functorial decomposition) replaces brute-force iteration.

General pattern for information-processing systems
Any pipeline that transforms observations into decisions can be factored, after laddering, into the
following categorical skeleton (all arrows pure except the two outer effectful ones):

validate . transform; reduce .. .
Raw — et Parsed ———— Filtered ————= Transformed; ——— Decision —» et Actuation

where each transform; preserves a common invariant I, the reduce arrow is associative, and early
validate arrows are predicates that shrink the domain before costly operations. Parallelism appears
as the product arrow transform; x transforms executed on separate hardware; concurrency appears
only inside a single transform if further speedup is required after the product is saturated. The
structure guarantees that any property proved of the individual morphisms (termination inside
bound, invariant preservation, confidence monotonicity) lifts automatically to the composite by
induction on the composition tree.

Theoretical step-back versus blind brute-force optimization:
Abstract laddering supplies the vertical movement; theoretical step-back supplies the horizontal
insight that the current iterative procedure may not be the right morphism at all. The prime-
enumeration challenge is the canonical illustration.

A sequence of techniques can be ranked by increasing mathematical depth:
1. Naive iteration: test each integer by trial division up to ,/p. Local micro-optimization (check
fewer factors) stays inside the same “test one candidate” loop.
2. Miller-Rabin: replace trial division by modular exponentiation, achieving O(logp) per test
with deterministic constants for bounded ranges. Still an individual primality test.
3. Sieve of Eratosthenes: stop testing individuals; generate a list and mark multiples. The
arrow changes from “test n” to “mark multiples of each prime”. Wheel optimizations and bit-
packing further reduce memory traffic but remain inside the linear marking paradigm.
4. Segmented sieve: process cache-sized segments with byte alignment. Hardware constraint
(L1/L2 cache lines, memory bandwidth) is now visible; the design decomposes the number line
into segments that fit the memory hierarchy.
5. Pritchard’s sieve: use periodic wheel patterns so each composite is marked exactly once. The
wheel is a group-action decomposition of the integers; the marking morphism becomes sublinear
additive. Data-structure choice (array vs. linked list) now matters because cache misses dominate.
6. Combinatorial prime counting: abandon enumeration of primes entirely. Use recursive
inclusion-exclusion (Legendre-type formulas) on the divisor poset to compute the counting function
m(x) directly. The output required (the nth prime, or a decision based on primality) is obtained
without materializing the list of primes. This is a direct morphism from the poset of integers under
division to the naturals, bypassing the intermediate state of “marked composites”.
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The decisive leap occurs between steps 5 and 6. All prior techniques optimize the implemen-
tation of an enumeration procedure. The combinatorial step reframes the problem: the essential
mathematical object is not the sequence of primes but the counting function on the divisor poset.
Once that reframing occurs, a higher arrow (recursive combinatorial formula) becomes visible and
composes cleanly with downstream decision logic.

Questions to ask when taking the theoretical step:

- What is the true required output? (the nth prime, the count m(x), or a downstream decision
that only needs a predicate on primality?)

- Can the problem be expressed in a richer category (poset of integers under division, arithmetic
semiring, functor from periodic patterns) where a closed or recursive morphism replaces iterative
search?

- Do hardware constraints (cache lines, memory bandwidth) suggest a functorial or group-action
decomposition (wheels, segments) rather than a single contiguous array?

- Is there an invariant or subobject classifier that lets us lift a cheap operation on a quotient
structure to the full domain without enumerating representatives?

- Has the design already reached the mathematical object, or is it still micro-optimizing an arrow
that a higher morphism could replace?

These questions are the practical method for escaping the “rearrange inefficiency efficiently”
trap. In MUCD they are mandatory at Level II and III precisely because they produce the
structural redesigns that local tuning cannot reach. The same pattern applies to any information-
processing pipeline: ascend via laddering to the purpose, step back to study the mathematical
object, then descend to the minimal structure-preserving morphism (often a combinatorial or
functorial one) that satisfies the invariants and bounds. That is how efficiency is arranged rather
than merely accelerated.

3 Policy Classification Framework

Policies are assigned one of three levels by implementation difficulty versus fraction of attainable
assurance.

Level I policies deliver the largest single increment of improvement (typically 50-80% of gains
in verifiability, safety, and predictability). They require only local discipline: short units, simple
control, explicit bounds on common resources, basic naming, strict purity separation, explicit error
handling with exhaustive propagation, definite initialisation, numeric safety by proof or guard,
input validation at trust boundaries, and declaration of the concurrency model. They can be
introduced immediately with immediate static-analysis payoff.

Level II policies bring coverage to approximately 95%. They require architectural thinking:
explicit effect modeling, data-locality reasoning, parallelism-first decomposition, algebraic data
modeling, contract annotation, mutability and aliasing control inside effectful layers, supply-chain
manifests with reproducible builds, and theoretical step-back questions. Theoretical step-back
questions belong here.

Level III policies close the final 5% for ultra-critical systems. They involve formal proto-
col verification, machine-checked resource and timeliness (WCET) proofs, functorial modeling of
transformations that preserve deep structure across composition, recursion bounds with decreasing
measures, and semantic versioning with migration proofs. These are applied only where marginal
assurance justifies marginal cost.

Every policy below carries its level tag. Level I is the mandatory baseline.

4 Modularity and Decoupling Policies [M]
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[4.1] M-01 Level I — Single Responsibility and Functional Completeness

Statement Every module shall encapsulate exactly one responsibility and shall implement that
responsibility completely, so that a client obtains the declared capability without importing further
modules for core functionality.

Rationale High cohesion localizes reasoning, testing, and verification. A complete module has
a well-defined input domain D, output codomain C, and invariant set I such that every exported
morphism f : D — C satisfies Vo € D. I(zr) = I(f(z)). The module can therefore be verified
in isolation. Incomplete modules create implicit dependency arrows that multiply the state space
visible to static analyzers.

Wrong Example

I module FusionAndLoggingAndPolicy {
2 function handleFusion (data) {

parsed = parse(data);
1 fused = computeFusion(parsed);
5 logResult (fused); // side effect inside computation

6 if (fused.confidence < threshold) alert();
7 return fused;

5 }

Correct Example

1 module PureFusion {
2 // Domain: two validated tensors of identical finite shape

// Invariant I: output confidence in [0,1] and provenance trace monotonic
1 function fuse(a: Tensor, b: Tensor) -> Result<Fused, FusionError> { ... }

5 }

7 module EffectlLayer {

8 function runFusionAndAct(a, b) {

9 match PureFusion.fuse(a, b) {

10 0k(f) => { logSuccess(f); actuate(f); }
11 Err(e) => logError(e);

Q }

Enforcement Static dependency-graph analysis; review checklist: “Does this module deliver
a finished capability or does a typical client still require two other modules?”

[4.2] M-02 Level I — Minimize Dependencies; Duplicate When Independence
Cost Is Lower

Statement A module shall import another only when the verification and maintenance cost of the
resulting coupling is demonstrably lower than the cost of controlled duplication. When duplication
cost is lower, duplication is required.

Rationale Each dependency is an arrow in the module category. Fewer arrows yield simpler
diagrams whose commutativity and invariant preservation are easier to establish. In high-assurance
settings the dominant cost is often re-validation after a change in a shared library, not initial
development time. YAGNI reinforces the same discipline: do not introduce a dependency for
anticipated future reuse whose verification burden is never repaid.

Enforcement Dependency-graph diff in CI; every new import must be justified by a written
cost comparison in the review record.

[4.3] M-03 Level II — Explicit Minimal Interfaces with Contracts

Statement Every exported interface shall declare, in human-auditable and preferably machine-
readable form, the exact preconditions on inputs, postconditions on outputs, and invariants pre-
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served by every morphism. The interface surface shall contain only the operations required by
clients for the declared responsibility.

Rationale An interface without contracts is an implicit assumption that static analysis cannot
see. Minimal surface reduces the number of morphisms that must be verified. Contracts turn the
interface into a specification that both testing and verification tools can exploit directly.

[4.4] M-04 Level II — High Cohesion via Categorical Composition

Statement Modules shall be assembled by composition of verified morphisms rather than by
inheritance or ad-hoc callbacks. Composition shall be associative and shall preserve all invariants
of the component morphisms.

Rationale Categorical composition g o f is associative; therefore verified components com-
pose to verified systems when the composition operator itself preserves the relevant invariants.
Inheritance and callbacks introduce implicit control flow that destroys this lifting property.

5 Purity and Effect Isolation Policies [P]

[5.1] P-01 Level I — Strict Separation of Pure Computation and Effectful Action

Statement Every function or procedure shall be either (a) a pure computation (morphism f :
A — B whose result depends only on its argument and produces no observable side effects) or (b)
an effectful action (I/O, visible mutation, logging, actuation). The two responsibilities shall never
be combined inside one unit.

Rationale Pure morphisms are referentially transparent, parallelizable by construction, and
amenable to substitution and inductive proof. Effectful actions are morphisms in the category
of world states and must be sequenced explicitly. Mixing creates a morphism whose behavior
depends on hidden context, defeating both local reasoning and static analysis. The separation also
maximizes the fraction of code that can be executed in parallel without synchronization.

Wrong Example

function fuseAndLog(a, b) {

1

2 result = computeFusion(a, b);
3 log.info("confidence = " + result.confidence); // effect

4 if (result.confidence < 0.5) sendAlert(); // another effect

5 return result;

6 }

Correct Example

| function fuse(a: Tensor, b: Tensor) -> Result<Fused, Error> { // pure morphism
2 if (shapeMismatch(a, b)) return Err(ShapeError);

3 return Ok(internalFusion(a, b));
1

}

6 function runFusionPipeline(a, b) { // effectful action
7 match fuse(a, b) {

8 0k(f) => { logSuccess(f); emitDecision(f); }

9 Err(e) => logError(e);

10 }

11}

Enforcement Module separation into compute and effects packages; review rule: “If this unit
has any side effect visible outside its scope, it belongs in an effects module.”

[5.2] P-02 Level IT — Explicit Modeling of Effects

Statement Effects shall be represented by explicit action types or by a narrow, approved set of
sequencing combinators rather than by implicit mutation of global or thread-local state.




MUCD Minimalist Universal Code Standard

Rationale Implicit effects are invisible to type checkers and most static analyzers. Explicit
action types make every effect a first-class value that can be inspected, logged, replayed, or verified
for ordering and resource bounds.

[5.3] P-03 Level III — Controlled Effect Composition Only

Statement Composition of effectful actions shall occur only through approved, verified sequencing
operators that preserve ordering, atomicity, and resource bounds. Ad-hoc interleaving or callback
nesting is forbidden.

Rationale Effect composition is the origin of most concurrency and ordering bugs. Restricting
composition to a small verified set reduces the state space that model checkers must explore and
makes protocol-level properties (progress, absence of deadlock) provable.

6 Error Handling and Propagation Policies [E]

[6.1] E-01 Level I — Explicit Error Types and Exhaustive Propagation

Statement Every fallible operation shall return an explicit error type (sum type or dedicated
error object). No exceptions, null returns, or out-parameters shall be used for error signalling.
Every caller must handle the error exhaustively (pattern match or equivalent) or propagate it;
silent discarding is forbidden.

Rationale Errors are first-class citizens in the category of possible outcomes. Treating them
as explicit sum-type inhabitants makes absence of handling detectable by static analysis and turns
error paths into verifiable morphisms. Exhaustive matching guarantees that no error case is acci-
dentally ignored, preserving the invariant that every execution path either succeeds with a value
satisfying postconditions or terminates with a documented error.

Wrong Example

| function readConfig(path) {

2 data = tryOpen(path); // may return null or throw
3 if (!'data) return null; // silent discard of cause
I return parse (data); // may throw on bad format
5 }

Correct Example

| function readConfig(path: Path) -> Result<Config, ConfigError> {
2 match tryOpen(path) {

3 Err(e) => return Err(OpenFailed(e));

I Ok (data) => match parse(data) {

5 Err(e) => return Err (ParseFailed(e));

6 Ok (cfg) => return Ok(cfg);

o1

Enforcement Static checker that flags functions returning nullable/optional without exhaus-
tive match on call sites; mandatory review that every error path is either handled or explicitly
propagated with context.

[6.2] E-02 Level IT — Error-Context Chaining Across Module Boundaries

Statement When an error crosses a module boundary, the original cause and the module that
first detected the fault must be preserved in the error value (context chaining). The error type
must remain small and bounded.

Rationale Provenance of faults is itself an invariant required for post-mortem analysis and for
proving that safety properties hold even under partial failure. Context chaining turns the error

10
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morphism into a traceable arrow that carries its history, enabling compositional reasoning about
fault tolerance without losing diagnostic information.

7 State Safety and Definite Assignment Policies [S]

[7.1] S-01 Level I — Definite Assignment Before First Read

Statement Every variable or storage location must be provably assigned a value on every execution
path before its first read. Default initialisation provided by the language does not satisfy this
requirement; explicit initialisation (or a static proof of prior assignment) is mandatory.

Rationale Reading uninitialised memory is undefined behaviour in most models and a source
of non-deterministic or security-relevant values. Treating initialisation as a precondition on every
read morphism makes the property statically checkable and eliminates an entire class of latent
defects that resource-bound policies alone cannot catch.

Enforcement Static definite-assignment analysis (or equivalent data-flow check) as a manda-
tory gate; review that every declaration is accompanied by an initialiser or a proof annotation.

8 Numeric Safety and Arithmetic Policies [NS]

[8.1] NS-01 Level I — Arithmetic Safety by Proof or Guard

Statement Every integer or fixed-point arithmetic operation must be either (a) statically proven
to stay inside the representable range for all inputs in the declared domain, or (b) guarded by an
explicit check that aborts with a defined error on violation. Floating-point operations must be
deterministic across the supported platforms or explicitly documented as platform-dependent with
justification.

Rationale Overflow, underflow, and division-by-zero are morphisms that escape the intended
codomain. Requiring either a proof that the morphism stays inside the safe sub-domain or an
explicit guard that produces a defined error turns numeric correctness into a checkable contract
rather than an emergent runtime property.

Enforcement Static range analysis or mandatory guard on every arithmetic site; build fails
on unguarded operations without accompanying proof annotation.

9 Input Validation and Taint Tracking Policies [SC]

[9.1] SC-01 Level I — Validation Boundary at Every Trust Boundary

Statement Every entry point that accepts data from outside the trusted computing base (network,
file system, sensor, IPC, user input) shall define a validation boundary. Data crossing the boundary
must be parsed into an algebraic data type by a fail-fast, exhaustive validator before any pure
computation or resource allocation is performed on it. Raw unvalidated bytes or strings shall
never enter pure modules or affect resource decisions.

Rationale Purity and contract policies assume that runtime values lie inside the declared do-
main. Validation at the trust boundary is the morphism that establishes this assumption. Treating
unvalidated data as tainted and requiring an explicit sanitising arrow before any other processing
makes injection, buffer-overrun, and malformed-input attacks detectable at the architectural level.

Enforcement Static taint tracking or mandatory review that every external input flows
through a validator before use; build fails if raw external data reaches a pure function or allo-
cation site.

11
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10 Control Flow, Termination and Complexity Policies [CF]

[10.1] CF-01 Level I — Simple, Acyclic, Reviewable Control Flow

Statement All code shall use only sequential composition, simple conditional branching, exhaus-
tive pattern matching on algebraic data types, and bounded loops. Deeply nested conditionals,
unstructured jumps, and non-tail recursion are forbidden unless a static analyzer proves termina-
tion and bounds call depth.

Rationale Complex control flow produces path counts exponential in nesting depth. Simple
control yields an acyclic or trivially cyclic call graph whose every path can be enumerated or ab-
stracted. In categorical terms control flow becomes a diagram of morphisms whose commutativity
and termination are checkable by induction.

Wrong Example

1 function process(data) {

2 while (true) {

3 chunk = readChunk (data);

4 if (chunk) {

5 if (chunk.isCritical()) {

6 if (state.hasConflict()) {
7 resolveConflict(); // deep nesting + side effect
8 }

9 }
10 state.update (chunk) ;

11 } else break;

12 T
13 }

Correct Example

function process(data: InputStream) -> Result<QOutput, Error> {

1
2 chunks = parseAll (data)?; // bounded, pure or fallible

3 state = foldChunks (chunks)?; // pure reduction (associative)
4 state.validate () ?; // pure invariant check

return Ok(state.toOutput());
6 }

Enforcement Static complexity metrics with hard thresholds; mandatory one-page control-
flow diagram for every non-trivial unit in design review.

[10.2] CF-02 Level I — Every Loop Carries a Static Upper Bound

Statement Every loop shall have a statically provable upper bound on iterations. The bound
shall be declared at the loop site and shall be independent of attacker-controlled input sizes unless
an explicit guard aborts with a defined error.

Rationale Unbounded loops are the primary source of non-termination and resource-exhaustion
vulnerabilities. A static bound permits loop unrolling in model checkers and guarantees that the
loop itself cannot cause non-termination. Bounded loops also make resource accounting composi-
tional: the bound of a composite is a simple function of the bounds of its parts.

Enforcement Static analysis that flags loops without obvious constant or input-length-derived
bounds; bounded model checking on critical loops.

[10.3] CF-03 Level II — Exhaustive Case Analysis

Statement Every conditional or pattern match shall be exhaustive over the declared domain of
its scrutinee. Partial matches or silent default fall-through are forbidden except when the ignored
cases have been proved unreachable by a prior invariant.

Rationale Exhaustive matching, enabled by algebraic data types (sums), guarantees that every
possible inhabitant of the type is handled. This is a prerequisite for both 100% coverage testing
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and for inductive invariant proofs: the base cases of the induction are exactly the constructors of
the sum type.

[10.4] CF-04 Level I1 — Recursion Bounds and Mutual Recursion

Statement Any recursive or mutually recursive call graph must carry a statically verifiable bound
on total call depth (or a decreasing measure that is proven to reach a base case). Indirect recursion
through callbacks or virtual dispatch is forbidden unless the bound can be established by static
analysis of the call graph.

Rationale Unbounded or unannotated recursion (including mutual) creates the same termi-
nation and stack-exhaustion risks as unbounded loops. Requiring an explicit decreasing argument
or call-depth metric makes the recursion morphism amenable to the same termination proofs used
for bounded loops, preserving the global invariant that every control-flow path terminates inside
its declared resource envelope.

Enforcement Static call-graph analysis with depth or measure annotations; mandatory proof
or bound for every recursive function or mutually recursive cluster.

11 Concurrency, Parallelism and Communication Policies [CC]

[11.1] CC-00 Level I — Explicit Declaration of Concurrency Model

Statement Every project shall declare in its glossary and architecture document the single con-
currency model in use (e.g., actor model with bounded mailboxes, CSP channels, lock-based shared
memory with documented invariants, event-loop with explicit task queue). All concurrent code
must be traceable to the primitives of that declared model. Mixing primitives from different models
is forbidden unless each cross-model interaction is formally verified (Level III).

Rationale Without an explicit model, the CC policies become disconnected advice rather than
an enforceable scheme. Declaring the model turns concurrency into a first-class architectural deci-
sion whose invariants (message ordering, absence of data races, progress) can be checked uniformly
across the codebase.

Enforcement Architecture review gate that confirms the declared model and that every con-
current construct is an instance of that model’s primitives.

[11.2] CC-01 Level IT — Exhaust Parallelism Before Introducing Concurrency

Statement When a workload contains tasks that are independent or communicate only through
immutable messages or read-only shared data, all such parallelism shall be exploited first (data-
parallel partitions, task farms across cores or instances). Concurrency mechanisms shall be intro-
duced only inside a parallel unit when additional speedup is required and only after parallelism
has been saturated.

Rationale True parallelism incurs no synchronization overhead beyond the final reduction and
scales linearly with hardware. Concurrency introduces nondeterministic interleaving and shared
mutable state. By exhausting parallelism first, the volume of code that must be written under
concurrency constraints is minimized. In categorical terms parallelism is the product arrow f x g
executed on separate resources; communication is a mediated arrow between processes that can
itself be verified for bounded buffers and progress.

Wrong Example

1 for (signal in signals) {
2 threadPool.submit (() -> correlate(signal)); // concurrency for independent
work

3 }

Correct Example

13
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| partitions = split(signals, numCores); // data parallelism
2 partialResults = parallelMap(partitions, correlatePure); // pure product
3 result = reduce(partialResults, mergeCorrelations); // associative pure

reduction

Enforcement Design review must exhibit the parallelism decomposition before any thread or
async construct; static check that shared mutable state is absent from parallel sections.

[11.3] CC-02 Level IT — Immutable Data and Explicit Message Passing Preferred

Statement Shared mutable state shall be avoided. When communication is required, prefer
immutable message passing or copy-on-write over in-place mutation protected by locks. When
shared mutable state is unavoidable, every access shall be guarded by a lock or atomic whose
invariant is declared and whose acquisition protocol is verified.

Rationale Mutable shared state is the dominant source of data races and deadlocks. Im-
mutable messages make communication a pure morphism from sender state to receiver mailbox;
the mailbox itself can be bounded and verified. Lock-protected shared state is acceptable only
when the protected invariant I is explicit and the critical section short and auditable.

[11.4] CC-03 Level IIT — Formal Communication Protocol Verification

Statement Any communication protocol between parallel or concurrent units shall be modeled
as a finite-state protocol with explicit message types, bounded buffers, and verified safety (no
deadlock, no livelock, progress) and liveness properties. The model shall be checked by a protocol
verifier before implementation; the implementation shall be shown to refine the model.
Rationale Protocol bugs are subtle and survive ordinary testing. Formal modeling catches
them at design time and supplies a specification that the implementation can be shown to refine.

12 Resource Management and Boundedness Policies [R]

[12.1] R-01 Level I — Hard Bounds on All Dynamic Allocation and Acquisition

Statement Every dynamic memory allocation, buffer creation, or resource acquisition shall occur
with an explicit hard upper bound checked before acquisition. Exceeding the bound shall produce
a defined error rather than silent partial allocation or growth.

Rationale Unbounded growth is both a denial-of-service vector and a source of unpredictable
latency. Hard bounds make maximum consumption a static or easily computed property of the
program. The bound itself becomes part of the module contract: if M is the declared maximum,
then for any input in the declared domain the allocation site returns either a value whose size < M
or a defined error.

Wrong Example

| function accumulate (events) {
2 history = [1;

3 for (e in events) history.push(e.clone()); // grows without limit
4 return history;

5 }

Correct Example

1 const MAX_HISTORY: usize = 4096;

3 function accumulate (events: [Event]) -> Result<[Event], Error> {

1 if (events.length > MAX_HISTORY) return Err(CapacityExceeded) ;
5 history = new Vec with capacity(events.length);

6 for (e in events) history.push(e.clone());

7 return Ok(history);

14
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| 83 |

Enforcement Mandatory capacity argument or guard at every allocation site; static checker
flags loops that feed allocations without preceding length guards.

[12.2] R-02 Level II — Explicit Ownership or Deallocation

Statement Every acquired resource shall have a single, statically known owner responsible for its
release. Release shall occur via explicit deallocation, scope-based ownership transfer, or a verified
finalizer. Leaks and use-after-release are forbidden and shall be detectable by static analysis.

Rationale Resource leaks are equivalent to unbounded allocation over time. Single owner-
ship plus explicit transfer makes every resource lifetime a compile-time or model-checkable fact,
eliminating an entire class of temporal safety bugs.

[12.3] R-03 Level III — Machine-Checked Resource Bounds

Statement For critical modules, resource consumption (stack, heap, CPU cycles, energy proxy)
shall be bounded by a machine-checkable proof or by exhaustive bounded model checking that
accounts for all feasible inputs inside the declared domain.

Rationale Level III assurance requires that resource claims are not merely tested but proved
within the declared operating envelope. This closes the gap between “tested under load” and
“guaranteed never to exceed X for any input in domain D”.

13 Memory Hierarchy and Storage Optimization Policies [H]

[13.1] H-01 Level IT — Maximize Locality of Reference

Statement Data structures and access patterns shall be designed so that elements accessed to-
gether in time are stored together in space (spatial locality) and elements accessed repeatedly
remain in faster memory tiers (temporal locality). The dominant access patterns of each hot path
shall be documented together with the chosen layout rationale.

Rationale Cache misses and page faults dominate execution time once algorithmic complex-
ity is acceptable. Contiguous storage and small-stride access allow hardware prefetchers to hide
latency. In categorical terms the layout morphism should preserve the access morphism’s locality
properties so that cache-line transfers are minimized for the dominant arrows in the computa-
tion graph. The segmented-sieve and wheel-pattern examples in prime enumeration show that
cache-aware decomposition is itself a functorial design choice, not a low-level tweak.

Enforcement Cache-miss profiling on hot paths; review checklist that dominant access pattern
and layout decision are documented with quantitative justification.

[13.2] H-02 Level IT — Hot/Cold Classification and Bounded Caching

Statement Every persistent or large data set shall be partitioned into hot (frequent access, latency-
critical) and cold (infrequent, latency-tolerant) subsets. Hot data shall be preloaded into RAM
at initialization or on first access and kept inside a bounded cache whose eviction policy respects
domain invariants. Cold data shall be streamed from slower storage with explicit bounded buffering.

Rationale RAM latency is orders of magnitude lower than disk or network. Preloading hot
data converts repeated high-latency operations into cache hits. Bounded caches prevent the cache
itself from becoming an unbounded-allocation problem. The classification decision is architectural
and must be explicit and re-evaluated when load or hardware changes.
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[13.3] H-03 Level III — Resource Trade-off Decision Framework

Statement All decisions that trade one resource for another (RAM versus disk, CPU versus mem-
ory, latency versus throughput) shall be resolved by a documented decision matrix that enumerates
the relevant constraints and selects the option whose worst-case resource consumption stays inside
declared bounds.

Rationale Ad-hoc trade-off reasoning produces brittle systems. An explicit matrix makes
the reasoning auditable and allows systematic re-evaluation when constraints change. The same
matrix logic appears when choosing between contiguous arrays and wheel-decomposed structures
in cache-constrained sieves.

Table 1: Resource Trade-off Decision Matrix (illustrative fragment)

Constraint RAM Low / RAM Ample / Both Constrained
Scenario Disk Ample Disk Slow + Real-time

Hot data, high Memory-map Preload entire hot Preload only proven
frequency hot files + small set into RAM at minimal working set;

bounded RAM
cache; never grow
beyond  working
set

start; direct RAM
access

drop or compress
cold paths from hot
path

Cold archival

Stream with small

Same as above

Same as above; ver-

reads sliding buffer; no ify buffer bound stat-
cache ically

Write-heavy Append-only RAM buffer + RAM buffer only;

logging bounded ring async flush; bound synchronous  flush
buffer in RAM; by max acceptable for critical records;
flush to disk in loss bound by real-time
batches sized to deadline

I/0 latency

The matrix is instantiated per module with concrete numbers derived from profiling and from
the module’s declared latency and capacity contracts.

14 Timeliness and Real-Time Constraints Policies [T]

[14.1] T-01 Level IT — Time Budgets and WCET Estimation

Statement Every bounded loop, allocation, and pure morphism in a real-time or latency-critical
path shall be accompanied by a declared time budget (worst-case execution time bound). The
implementation must be such that a WCET estimate can be derived from the static bounds (loop
iterations, allocation sizes, arithmetic operations). Operations with unbounded or unestimable
WCET (e.g., dynamic allocators without a proven WCET, unbounded I/0O) are forbidden on real-
time paths.

Rationale Resource-count bounds do not automatically translate into wall-clock deadlines.
Requiring an explicit time budget and a derivable WCET turns latency into a compositional static
property, exactly analogous to memory or iteration bounds. This closes the gap between “the loop
is bounded by N” and “the decision is guaranteed to be produced before the 50 ms deadline under
all inputs in domain D”.

Enforcement WCET tooling or static derivation as part of the build for real-time modules;
review that every latency-critical morphism carries a time budget annotation.
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15 Mutability and Aliasing Control Policies [MUT]

[15.1] MUT-01 Level II — Single Owner and Bounded Mutable Borrows Inside
Effectful Layers

Statement Inside any effectful module, all mutable state shall have a single static owner at any
moment. Any mutable borrow or reference must be lexically scoped, non-overlapping with other
mutable borrows, and documented as to exactly which portion of state it affects. Shared mutability
without explicit lock or atomic whose invariant is declared is forbidden.

Rationale Purity policies isolate effectful code, but inside that layer uncontrolled aliasing
recreates the same reasoning and verification difficulties that purity was meant to avoid. Sin-
gle ownership plus bounded, non-overlapping borrows reduces mutable state to a set of explicit,
checkable arrows, preserving the ability to reason locally even in the presence of mutation.

Enforcement Static borrow or alias analysis (or mandatory review checklist) that every mu-
table access is either owned or a bounded non-overlapping borrow; documentation of affected state
is mandatory.

16 Supply-Chain Integrity and Provenance Policies [SCM]

[16.1] SCM-01 Level IT — Machine-Readable Dependency Manifest and Repro-
ducible Builds

Statement Every build shall be accompanied by a machine-readable manifest listing all direct
and transitive dependencies together with cryptographic hashes of their artefacts. The final binary
or library must be reproducible from the declared sources and toolchain. Generated code shall be
treated as the effectful output of a metaprogram and verified against the generator’s specification
before being admitted to the trusted codebase.

Rationale External code can subvert every internal guarantee. A cryptographic manifest turns
supply-chain integrity into an auditable morphism from declared sources to artefact; reproducibility
ensures that the reviewed source is the source that produced the running binary. Treating generated
code as effectful output prevents hidden logic from bypassing the verification gates applied to hand-
written code.

Enforcement Mandatory manifest in every release artefact; reproducible-build check in CI;
generated code must carry a provenance annotation linking it to its generator and verification
status.

17 Interface Evolution and Deprecation Policies [EVOL]

[17.1] EVOL-01 Level II — Semantic Versioning and Migration Windows

Statement Every public module contract shall be semantically versioned. Breaking changes re-
quire a new major version and an explicit migration guide that preserves the old invariants for a
documented deprecation window. During the window both old and new interfaces must coexist
with clearly declared bounds; after the window the old interface may be removed only if no verified
client still depends on it.

Rationale High-assurance systems often live for decades. Interface evolution is therefore a
safety-critical activity. Semantic versioning plus mandatory migration windows turns evolution
into a controlled morphism between contract versions, ensuring that clients can upgrade without
violating previously verified invariants and that the verification effort of the old contract is not lost
overnight.

Enforcement Versioning linter and review gate that every interface change is accompanied by
a migration plan and deprecation schedule; build fails on breaking changes without major-version
bump and migration documentation.
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18 Naming, Documentation and Semantic Clarity Policies [N]

[18.1] N-01 Level I — Unambiguous Descriptive Naming; No Magic Constants

Statement Every identifier shall be spelled in full words or in standard, glossary-defined abbrevi-
ations that remain unambiguous in every context of use. Numeric and string literals that are not
obvious mathematical constants shall be named constants whose declaration includes units, range,
and rationale.

Rationale Names are the dominant carrier of intent. Ambiguous or abbreviated names force
every reader to maintain a mental symbol table whose errors become bugs. Magic literals embed
policy decisions without traceability. Named constants with documented rationale make policy
explicit and changeable in one place.

Enforcement Automated linter flags single-letter variables (except conventional indices), un-
explained abbreviations, and bare literals in non-obvious positions. The project glossary is part of
the build.

[18.2] N-02 Level I — Mandatory Documentation Blocks with Contracts

Statement Every module, public function, data type, and named constant shall be preceded by
a documentation block in plain prose stating, in order: (1) purpose in one or two sentences, (2)
input domains and their bounds or invariants, (3) output codomains and success/failure meanings,
(4) key preconditions, postconditions, and invariants (expressed as predicates where possible), (5)
high-level reasoning why the implementation satisfies the contract.

Rationale Documentation is part of the contract. A human reviewer must understand the unit
completely without reading its body. The five required elements guarantee that the documentation
supports both testing (domain + bounds) and verification (invariants + preservation argument).
In mathematical terms the documentation block is the informal specification of the morphism
together with the claim that it preserves I.

Wrong Example

1 // computes fusion
> function fuse(a, b) { ... }

Correct Example

1 /// FUSE : Tensor Tensor Result <Fused, FusionError>

2 /// Domain: both tensors finite, same shape, values in [0,1].

3 /// On success returns Fused with confidence in [0,1] and monotonic

4 /// provenance trace. On failure returns exact cause.

5 /// Invariant I (preserved): confidence is convex combination of inputs

6 /// and provenance length is strictly increasing.

7 /// Implementation correct because internalFusion is associative and

8 /// provenance monoid concatenation is strictly monotonic.

o function fuse(a: Tensor, b: Tensor) -> Result<Fused, FusionError> { ... }

Enforcement Mandatory in code review; documentation renderer must succeed without warn-
ings; linter checks presence of the five elements.

[18.3] N-03 Level II — Glossary-Only Abbreviations and Terms

Statement No abbreviation or domain-specific term may appear in code or documentation unless
defined in the project glossary with a stable definition across releases.

Rationale Undefined abbreviations are hidden coupling between reader knowledge and author
intent. A living glossary makes the vocabulary of the system explicit and auditable.

18
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19 Verification, Testing and Static Analysis Policies [V]

[19.1] V-01 Level I — 100% Achievable Coverage on Declared Domains

Statement Every module shall declare the exact input domain (or a conservative superset) for
each entry point. Test suites shall achieve 100% statement, branch, and input-domain coverage for
all feasible values inside that domain, including boundaries and error cases. When the domain is
infinite, coverage shall be achieved via equivalence classes plus explicit boundary and special-value
tests.

Rationale With the control-flow and purity restrictions of MUCD, path counts are small
enough that exhaustive or near-exhaustive testing is practical. 100% coverage plus contract asser-
tions gives a measurable lower bound on assurance. Declared domains turn “test everything” into
a precise, auditable obligation.

Enforcement Coverage tools fail the build below 100% on declared domains; property-based
testing explores the domain automatically.

[19.2] V-02 Level IT — Contract Annotations and Executable Assertions

Statement Every non-trivial pure function shall contain at least two meaningful executable as-
sertions or contract annotations (precondition, postcondition, or invariant). Assertions shall be
written so that they can be turned into static verification conditions by model checkers or deductive
verifiers.

Rationale Assertions are executable documentation and anchors for formal tools. They turn
implicit assumptions into checkable facts and supply the base cases and inductive steps needed for
proofs that a morphism preserves an invariant I.

[19.3] V-03 Level III — Mandatory Static-Analysis Gates

Statement All code shall pass a defined set of static analyses with zero defects before merge:
complexity thresholds, termination proofs for bounded loops, absence of runtime errors inside
declared domains, and resource-bound proofs for critical paths. Critical pure modules shall carry
machine-checkable annotations for at least one external verifier.

Rationale Static analysis catches entire classes of defects at zero runtime cost. Level III
systems close the loop by requiring machine-checked proofs on components whose failure would be
catastrophic.

20 Mathematical and Categorical Construction Policies [MC]

[20.1] MC-01 Level II — Algebraic Data Modeling for Exhaustive Coverage

Statement Core domain data shall be modeled with algebraic data types (or equivalent exhaustive
sum and product constructions) so that every possible value of the type corresponds to a seman-
tically valid state and so that pattern matching can be proved exhaustive by the type checker or
by a simple static check.

Rationale Algebraic data types make illegal states unrepresentable at compile time. Ex-
haustive matching then guarantees that every semantically possible input is handled. This is the
foundation of both 100% coverage and of inductive invariant proofs: the induction proceeds by
cases on the constructors of the sum type.

[20.2] MC-02 Level IIT — Compositionality via Morphisms and Functors

Statement Pure computation modules shall be structured so that core operations are morphisms
(structure-preserving maps) between typed objects, and larger modules are obtained by composi-
tion or by functorial lifting of smaller morphisms. When a transformation must preserve additional

19



MUCD Minimalist Universal Code Standard

structure (provenance, uncertainty, ordering), that preservation shall be expressed as a naturality
or functoriality condition and verified by induction on the composition tree.

Rationale Composition go f is associative and has identities. If each small morphism preserves
an invariant I and the composition operator itself preserves I, then the composite preserves I by
construction. Functorial modeling lifts this guarantee across different categories of data while
preserving the structure of the arrows. The wheel decomposition in prime sieves and the segment
decomposition in cache-aware algorithms are functorial liftings; the combinatorial counting formula
is a natural transformation on the divisor poset. This is the mathematical embodiment of “build
small verified pieces and compose them reliably.”

[20.3] MC-03 Level II — Invariant Preservation

Statement Every data type that carries an invariant shall document that invariant as a predicate
I. Every public operation on the type shall be accompanied by a proof (or at minimum a clear
argument) that the operation preserves I. Runtime assertions shall check I at module boundaries
where static proof is not yet available.

Rationale Invariants are the inductive hypothesis that makes whole-program correctness prov-
able from local checks. Without explicit invariants, “correctness” remains an informal and uncheck-
able claim. Preservation Vx. I(z) = I(f(z)) is exactly the statement that f is a morphism in
the subcategory of I-structures.

21 Glossary

Abstract Laddering A two-phase reasoning procedure: repeated “Why?” ascends from con-
crete symptoms to purpose-level invariants; repeated “How?” descends to
concrete implementations that realize the purpose while preserving those
invariants. Prevents local optimization of globally inefficient flows.

Algebraic Data Type A type defined by a finite set of constructors (sum types) and product
types for constructor arguments. Enables exhaustive case analysis and
makes illegal states unrepresentable.

Bounded Resource Any dynamically acquired resource whose maximum consumption is de-
clared and enforced by a guard before acquisition.

Categorical Composition Associative combination of morphisms such that properties proved
of the parts lift to the whole when the composition operator preserves the
relevant structure (e.g., an invariant predicate I).

Contract A triple (precondition, postcondition, invariant) that specifies caller obli-
gations and implementation guarantees. The interface between human
reasoning and automated verification.

Effectful Action A procedure whose observable behavior includes I/O, mutation visible out-
side its lexical scope, logging, or actuation. Contrast with pure morphism.

Functor A mapping between categories that preserves identities and composition.
In software terms, a structure-preserving transformation between modules
or data representations that lifts operations coherently (e.g., wheel decom-
position or segment decomposition that preserves marking semantics while
respecting cache geometry).

Hot Data Data whose access frequency and latency sensitivity justify residence in the
fastest memory tier (cache or RAM) for the expected working set.
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Invariant

KISS

Morphism

Parallelism

A predicate I on program state that must hold before and after every
operation required to preserve it. The foundation of inductive correctness
arguments: f preserves [ iff Va. I(x) = I(f(z)).

Keep It Simple, Stupid: prefer the simplest design that satisfies stated
requirements and constraints; complexity is a direct tax on verifiability.

A structure-preserving map from one typed object to another, implemented
as a pure function or procedure. The building block of verified computa-
tion. Composition of morphisms is associative.

True simultaneous execution of independent tasks on separate hardware
resources. Requires no shared mutable state beyond the final reduction.
Realized categorically as a product arrow executed in parallel.

Precondition / Postcondition Logical assertions that must hold on entry to and exit from a

unit. Part of its contract.

Pure Computation / Pure Morphism A function f : A — B that, for identical inputs, always

Static Analysis

produces identical outputs and causes no observable side effects. Referen-
tial transparency enables substitution, caching, parallelism, and formal
reasoning by induction on composition.

Any automated technique (type checking, abstract interpretation, model
checking, deductive verification) that establishes properties without exe-
cuting the program on concrete inputs.

Theoretical Step-Back The disciplined pause, after reaching the purpose level via laddering, to

WCET

YAGNI

study the mathematical object (poset, monoid, functor, counting function)
before continuing to implement or micro-optimize an iterative procedure.
The source of non-local leaps such as combinatorial prime counting.

Worst-Case Execution Time — a statically derivable upper bound on the
wall-clock time of a bounded morphism under all inputs in its declared
domain.

You Ain’t Gonna Need It: do not implement generality or infrastructure for
requirements not yet proven to exist; unused abstraction carries a perpetual
verification and maintenance tax.

22 References/See More

e Holzmann, G. J. (2006). The Power of 10: Rules for Developing Safety-Critical Code. IEEE

Computer.

e Milewski, B. Category Theory for Programmers (free online resource) — elementary treat-
ment of categories, functors, and composition sufficient for the notions used here.
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safe language subsets and bounded constructs.
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